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Randomness
What is randomness?
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Is This Random?

00010010 10011101 01101101 11111101 Yes, randomness from (/dev/urandom).

No

No

No

However, each number has the same probability to occur, but true randomness is a 
number that lacks a pattern.

Is This Random?

Yes, randomness from (/dev/urandom).00010010 10011101 01101101 11111101

No, this is 1,2,3,4 in binary.00000001 00000010 00000011 00000100

No, this is 0xAA, 0xAB, 0xA1, 0xA2.10101010 10101011 10100001 10100010

No, All zeros.00000000 00000000 00000000 00000000



Randomness
Public randomness is important, so is private randomness.
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Public Randomness Private Randomness

• Lottery Systems.
• Games.
• Elections.
• Timelock Encryption.

• Wallet Seed Phrase.
• TLS ephemeral keys.
• Device encryption.
• Nonces.
• Zero-knowledge proofs.
• Salts.



Public Randomness Using drand
drand is a distributed network that provides bias-resistant, publicly verifiable, and 

unpredictable randomness.

Setup Phase

Uses DKG and each participant in the drand network will have a 
private key share.

Beacon Phase

Each round, each participant takes a message (which depends on 
the network mode) and signs it using its own private key share 
using Threshold BLS signature scheme, then broadcasts the 
signature.

When a threshold of partial signatures is collected, anyone can 
aggregate them into a BLS signature that is used as randomness.
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drand’s  Default Network
drand’s default network periodically generates publicly, verifiable, bias-resistant, 

and unpredictable randomness. drand’s default network is a chained network.
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drand’s  Quicknet Network
drand’s quicknet network is an unchained network.
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Part 1: On Randomness
Using drand’s default network we can create a LOTO system.
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Part 2: On Time-Lock Encryption
Using drand’s quicknet network we can create a time-lock system.
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Part 2.1: On Automatic Decryption
Having created ciphertexts we can create an automatic decryption system.
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Workshop
goLOTO

goTimeLock
goTimeLockPaste



Thank You!

Raphael Tannous
riyt.dev 

Applied Cryptography - Summer 2026

Any Questions?

https://riyt.dev/
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