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What is randomness?

Is This Random?

00010010 10011101 01101101 11111101 Yes, randomness from (/dev/urandom).
00000001 00000010 00000011 00000100 No, thisis 1,2,3,4 in binary.

10101010 10101011 10100001 10100010 No, this is OxAA, OxAB, 0xA1, OxA2.
00000000 00000000 00000000 00000000 No, All zeros.

However, each number has the same probability to occur, but true randomnessis a
number that lacks a pattern.
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Public randomness is important, so is private randomness.

Public Randomness Private Randomness
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Wallet Seed Phrase.

TLS ephemeral keys.
Device encryption.
Nonces.
Zero-knowledge proofs.
Salts.

Lottery Systems.
Games.

Elections.

Timelock Encryption.
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drand is a distributed network that provides bias-resistant, publicly verifiable, and
unpredictable randomness.

Setup Phase

Uses DKG and each participant in the drand network will have a
private key share.

Beacon Phase

Each round, each participant takes a message (which depends on
the network mode) and signs it using its own private key share
using Threshold BLS signature scheme, then broadcasts the
signature.

When a threshold of partial signatures is collected, anyone can
aggregate them into a BLS signature that is used as randomness.
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drand’s Default Network

drand’s default network periodically generates publicly, verifiable, bias-resistant,
and unpredictable randomness. drand’s default network is a chained network.

Message: Message:
Hash(1]||sighature_0) Hash(3||sighature_2)
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Message:
Hash(2||sighature_1)

{

"round": 6522645,

"signature":
"b6b13209bTd5377974588d0666a5a9363e5Tf017764fa379cdb688bd3250b6339411245c8220d3e4890cd207d86941174011831566b0cT2389189c6

cd6961deb54178dfdf9b%ae59f03ed1027d1d60bf1ba331ea®77cd5da798154b5d3b619062",
"previous_signature":

"97660b3fee2af886T96a0h862ceebde9747f9abaead9632c349f013331d7581724d3c43a134a74497b89¢c0ee533994¢340412b1188c5d6945ce86dd
1c6a20803502699ff3eabbl0fa9e4a21442ed5bb6b4c4f5d90e96a0fead44193929dcfd95b4 ™"
}
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drand’s Quicknet Network

drand’s quicknet network is an unchained network.

Message: Message:
Hash(1) Hash(3)

Message:
Hash(2)

{

“round": 33230871,

"signature": "977315cfad2327d12f97a145044c6elbc59c67c89542d5c6dad9fc282ee8lfaf2ee6128e8968e8cl174d709call3a7/7eel”
}
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Part 1: On Randomness

Using drand’s default network we can create a LOTO system.

LOTO System Drawn Balls How it Works  Byte Validation Changelog

ooJojolololo

The balls will be updated automatically each 30 seconds.

Check Byte Validation to see how each ball is picked.

@ Initialized
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Part 2: On Time-Lock Encryption

Using drand’s quicknet network we can create a time-lock system.

goTimeLock How it Works  Changelog

Compatible with drand/tlack

= Text Encryption (@ initalized

& Plaintext

Hey from the presentation!

[ File Encryption

B Select Decryption Time
Browise... Mo file sslected.

18 /3172026, B1l:06:17 PH
[l ! B Select Decryption Time

mmJdd S yyyy, —-i-- i —

[ [

& Ciphertext

Yau can have autornatic decryption with geTimeLockPaste

-----BEGIN AGE EMNCRYPTED FILE
YHdLLWVuY3J5cHRpb24ub3InL3Y¥xCif+IHRsb2NrIDMZNTQL0THIIDUYZGI5YmES
MGUWY2MwZ JZ1LYINY 300422 60wNz00N2ExZ JUANZcIMzVmZDNmN Y xN zky YmESHD Yw
MGM4NGUSNzEKend2ZFhXS2xDeUVRVHpIVUSAVRpgdLIDRMF&bKRvd 11L5aVV I Z3RF
HnWi¥Ulab3Z1MFLKdGe2RThZRUd] cSOVOQpERXpj00c5dn1EYEFrM1ZBOitQNINS
NFRSSKNJcG1qRCErdkdPeVUvKILWT ] ZaVWpiNmRwOUUxNKVKUz1CaDEWC jROZKFP
TFZtbG5SMEHFKOERHAXZDTLYNaLAFTEOFNXLrSHAFMITYRFphcDQELSOLIG1ENIpR
WnBLYLNITWZLU2(QyUDZ2UzREWWwckxhamhm(jBOZ3BVaExEckUKEiDaN4XGoazM
PgLcm339F/51KtxI+/ezf6SalsdiIdavsrdFjzQkdtImlRNTzE7nDkLyio0ohSdpF
wh=

-----END AGE ENCRYPTED FILE
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Part 2.1: On Automatic Decryption

Having created ciphertexts we can create an automatic decryption system.

goTimeLock Paste File Upload  File List

[ File Upload

Browse... Mo file selected.

Enter your API key

[ File List

Raphael Tannous uploaded Usage.md.enc at Oct 20, 2026, 15:45:04 GMT+3

¢® Status: Waiting until Oct 20, 2026, 20:00:06 GMT+3

Raphael Tannous uploaded raouche-sunset.jpg.enc at Oct 19, 2026, 20:47:26 GMT+3
¥ Status: Decrypted

¢® Decrypted Content: raouche-sunset.jpg

10/20/2026




Workshop

goLOTO
golimelock

golimelLockPaste




Thank You!

Any Questions?

Raphael Tannous
riyt.dev

Applied Cryptography - Summer 2026



https://riyt.dev/
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